Rules for Rangers, Scouts, and Spies 


From Major Robert Rogers’ “Rules for Ranging” in 
1757, to the Naval Special Warfare SEAL Tactics of 
today; there are consistent tips, tactics, and 
techniques that keep personnel alive in the field 
and help to ensure successful missions. This book 
brings together many of these tips, tactics, and 
techniques into a single reference. 


-- Compiled from Multiple Sources 


The 28 Rules of Ranging 


MAJOR ROBERT ROGERS, 
Conmmnander sa ea oj "the INDIANS tn the “orck Settlements « 
Mh ae ithe shot ert, Cuts 1078 hy Tht Mart Avadon 
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The 28 "Rules of Ranging" are a series of rules 

and guidelines created by Major Robert Rogers in 

1757, during the French and Indian War (1754-63). 


The rules were the result of Rogers’ blend of 
Native American tactics and his own innovative 
combat techniques, ideas that were considered 
revolutionary by military standards of the time. 
Combined with intensive training and live fire 
exercises, these rules created a mobile, well-trained 
force that was capable of living off the land around it 
in order to sustain itself for long periods of time. 


|. All Rangers are to be subject to the rules and 
articles of war; to appear at roll- call every evening, on 
their own parade, equipped, each with a Firelock, 
sixty rounds of powder and ball, and a hatchet, at 
which time an officer from each company is to inspect 
the same, to see they are in order, so as to be ready 
on any emergency to march at a minute's warning; 
and before they are dismissed, the necessary guards 
are to be draughted, and scouts for the next day 
appointed. 


Il. Whenever you are ordered out to the 
enemies forts or frontiers for discoveries, if your 
number be small, march in a single file, keeping at 
such a distance from each other as to prevent one 
shot from killing two men, sending one man, or more, 
forward, and the like on each side, at the distance of 
twenty yards from the main body, if the ground you 
march over will admit of it, to give the signal to the 
officer of the approach of an enemy, and of their 
number, &c. 


Ill. If you march over marshes or soft ground, 
change your position, and march abreast of each 
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other to prevent the enemy from tracking you (as they 
would do if you marched in a single file) till you get 
over such ground, and then resume your former 
order, and march till it is quite dark before you 
encamp, which do, if possible, on a piece of ground 
which that may afford your centries the advantage of 
seeing or hearing the enemy some considerable 
distance, keeping one half of your whole party awake 
alternately through the night. 


IV. Some time before you come to the place 
you would reconnoitre, make a stand, and send one 
or two men in whom you can confide, to look out the 
best ground for making your observations. 


V. If you have the good fortune to take any 
prisoners, keep them separate, till they are examined, 
and in your return take a different route from that in 
which you went out, that you may the better discover 
any party in your rear, and have an opportunity, if their 
strength be superior to yours, to alter your course, or 
disperse, as circumstances may require. 


VI. If you march in a large body of three or four 
hundred, with a design to attack the enemy, divide 
your party into three columns, each headed by a 
proper officer, and let those columns march in single 
files, the columns to the right and left keeping at 
twenty yards distance or more from that of the center, 
if the ground will admit, and let proper guards be kept 
in the front and rear, and suitable flanking parties at a 
due distance as before directed, with orders to halt on 
all eminences, to take a view of the surrounding 
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ground, to prevent your being ambuscaded, and to 
notify the approach or retreat of the enemy, that 
proper dispositions may be made for attacking, 
defending, &c. And if the enemy approach in your 
front on level ground, form a front of your three 
columns or main body with the advanced guard, 
keeping out your flanking parties, as if you were 
marching under the command of trusty officers, to 
prevent the enemy from pressing hard on either of 
your wings, or surrounding you, which is the usual 
method of the savages, if their number will admit of it, 
and be careful likewise to support and strengthen 
your rear-guard. 


VIl. If you are obliged to receive the enemy's 
fire, fall, or squat down, till it is over; then rise and 
discharge at them. If their main body is equal to 
yours, extend yourselves occasionally; but if superior, 
be careful to support and strengthen your flanking 
parties, to make them equal to theirs, that if possible 
you may repulse them to their main body, in which 
case push upon them with the greatest resolution with 
equal force in each flank and in the center, observing 
to keep at a due distance from each other, and 
advance from tree to tree, with one half of the party 
before the other ten or twelve yards. If the enemy 
push upon you, let your front fire and fall down, and 
then let your rear advance thro’ them and do the like, 
by which time those who before were in front will be 
ready to discharge again, and repeat the same 
alternately, as occasion shall require; by this means 
you will keep up such a constant fire, that the enemy 
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will not be able easily to break your order, or gain your 
ground. 


VIII. If you oblige the enemy to retreat, be 
careful, in your pursuit of them, to keep out your 
flanking parties, and prevent them from gaining 
eminences, or rising grounds, in which case they 
would perhaps be able to rally and repulse you in their 
turn. 


IX. If you are obliged to retreat, let the front of 
your whole party fire and fall back, till the rear hath 
done the same, making for the best ground you can; 
by this means you will oblige the enemy to pursue 
you, if they do it at all, in the face of a constant fire. 


X. If the enemy is so superior that you are in 
danger of being surrounded by them, let the whole 
body disperse, and every one take a different road to 
the place of rendezvous appointed for that evening, 
which must every morning be altered and fixed for the 
evening ensuing, in order to bring the whole party, or 
as many of them as possible, together, after any 
separation that may happen in the day; but if you 
should happen to be actually surrounded, form 
yourselves into a square, or if in the woods, a circle is 
best, and, if possible, make a stand till the darkness 
of the night favours your escape. 


XI. If your rear is attacked, the main body and 
flankers must face about to the right or left, as 
occasion shall require, and form themselves to 
oppose the enemy, as before directed; and the same 


method must be observed, if attacked in either of your 
flanks, by which means you will always make a rear of 
one of your flank-guards. 


XIl. If you determine to rally after a retreat, in 
order to make a fresh stand against the enemy, by all 
means endeavour to do it on the most rising ground 
you come at, which will give you greatly the 
advantage in point of situation, and enable you to 
repulse superior numbers. 


XIll. In general, when pushed upon by the 
enemy, reserve your fire till they approach very near, 
which will then put them into the greatest surprize and 
consternation, and give you an opportunity of rushing 
upon them with your hatchets and cutlasses to the 
better advantage. 


XIV. When you encamp at night, fix your 
centries in such a manner as not to be relieved from 
the main body till morning, profound secrecy and 
silence being often of the last importance in these 
cases. Each centry therefore should consist of six 
men, two of whom must be constantly alert, and when 
relieved by their fellows, it should be done without 
noise; and in case those on duty see or hear any 
thing, which alarms them, they are not to speak, but 
one of them is silently to retreat, and acquaint the 
commanding officer thereof, that proper dispositions 
may be made; and all occasional centries should be 
fixed in like manner. 


XV. At the first dawn of day, awake your whole 
detachment; that being the time when the savages 
the savages chuse to fall upon their enemies, you 
should by all means be in readiness to receive them. 


XVI. If the enemy should be discovered by your 
detachments in the morning, and their numbers are 
superior to yours, and a victory doubtful, you should 
not attack them till the evening, as then they will not 
know your numbers, and if you are repulsed, your 
retreat will be favoured by the darkness of the night. 


XVII. Before you leave your encampment, send 
out small parties to scout round it, to see if there be 
any appearance or track of an enemy that might have 
been near you during the night. 


XVIII. When you stop for refreshment, chuse 
some spring or rivulet if you can, and dispose your 
party so as not to be surprised, posting proper guards 
and centries at a due distance, and let a small party 
waylay the path you came in, lest the enemy should 
be pursuing. 


XIX. If, in your return, you have to cross rivers, 
avoid the usual fords as much as possible, lest the 
enemy should have discovered, and be there 
expecting you. 


XX. If you have to pass by lakes, keep at some 
distance from the edge of the water, lest, in case of an 
ambuscade or an attack from the enemy, when in that 
situation, your retreat should be cut off. 


XXI. If the enemy pursue your rear, take a 
circle till you come to your own tracks, and there form 
an ambush to receive them, and give them the first 
fire. 


XXII. When you return from a scout, and come 
near our forts, avoid the usual roads, and avenues 
thereto, lest the enemy should have headed you, and 
lay in ambush to receive you, when almost exhausted 
with fatigues. 


XXIII. When you pursue any party that has 
been near our forts or encampments, follow not 
directly in their tracks, lest they should be discovered 
by their rear guards, who, at such a time, would be 
most alert; but endeavour, by a different route, to 
head and meet them in some narrow pass, or lay in 
ambush to receive them when and where they least 
expect it. 


XXIV. If you are to embark in canoes, battoes, 
or otherwise, by water, chuse the evening for the time 
of your embarkation, as you will then have the whole 
night before you, to pass undiscovered by any parties 
of the enemy, on hills, or other places, which 
command a prospect of the lake or river you are 
upon. 


XXV. In padling or rowing, give orders that the 
boat or canoe next the sternmost, wait for her, and the 
third for the second, and the fourth for the third, and 
so on, to prevent separation, and that you may be 
ready to assist each other on any emergency. 


XXVI. Appoint one man in each boat to look out 
for fires, on the adjacent shores, from the numbers 
and size of which you may form some judgment of the 
number that kindled them, and whether you are able 
to attack them or not. 


XXVII. If you find the enemy encamped near 
the banks of a river or lake, which you imagine they 
will attempt to cross for their security upon being 
attacked, leave a detachment of your party on the 
opposite shore to receive them, while, with the 
remainder, you surprize them, having them between 
you and the lake or river. 


XXVIII. If you cannot satisfy yourself as to the 
enemy's number and strength, from their fire, &c. 
conceal your boats at some distance, and ascertain 
their number by a reconnoitering party, when they 
embark, or march, in the morning, marking the course 
they steer, &c. when you may pursue, ambush, and 
attack them, or let them pass, as prudence shall direct 
you. In general, however, that you may not be 
discovered by the enemy upon the lakes and rivers at 
a great distance, it is safest to lay by, with your boats 
and party concealed all day, without noise or shew; 
and to pursue your intended route by night; and 
whether you go by land or water, give out parole and 
countersigns, in order to know one another in the 
dark, and likewise appoint a station every man to 
repair to, in case of any accident that may separate 
you." 
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Standing Orders, Rogers’ Rangers (1759) 
1. Don't forget nothing 


2. Have your musket clean as a whistle, hatchet 
scoured, sixty rounds powder and ball, and be ready 
to march at a minute's warning. 


3. When you're on the march, act the way you would if 
you were sneaking up on a deer. See the enemy first. 


4. Tell the truth about what you see and what you do. 
There is an army depending on us for correct 
information. You can lie all you please when you tell 
other folks about the Rangers, but don't never lie to a 
Ranger or officer. 


5. Don't never take a chance you don't have to. 
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6. When we're on the march we march single file, far 
enough apart so one shot can't go through two men. 


7. If we strike swamps, or soft ground, we spread out 
abreast, so it's hard to track us. 


8. When we march, we keep moving till dark, so as to 
give the enemy the least possible chance at us. 


9. When we camp, half the party stays awake while 
the other half sleeps. 


10. If we take prisoners, we keep ‘em separate ‘til we 
have had time to examine them, so they can't cook up 
a story between ‘em. 


11. Don't ever march home the same way. Take a 
different route so you won't be ambushed. 


12. No matter whether we travel in big parties or little 
ones, each party has to keep a scout 20 yards ahead, 
20 yards on each flank, and 20 yards in the rear so 
the main body can't be surprised and wiped out. 


13. Every night you'll be told where to meet if 
surrounded by a superior force. 


14. Don't sit down to eat without posting sentries. 


15. Don't sleep beyond dawn. Dawn's when the 
French and Indians attack. 


16. Don't cross a river by a regular ford. 


17. If somebody's trailing you, make a circle, come 
back onto your own tracks, and ambush the folks that 
aim to ambush you. 


18. Don't stand up when the enemy's coming against 
you. Kneel down, lie down, hide behind a tree. 


19. Let the enemy come till he's almost close enough 
to touch, then let him have it and jump out and finish 
him up with your hatchet. 


Never Stop on Your Own Trail 
Whilst on the March. 


Scouts are most often attacked whilst halted 
for a break during a march. Therefore, when stopping 
double back and watch your backtrail. 


If somebody's trailing you, make a circle, 
come back onto your own tracks, and 
ambush the folks that aim to ambush you. 


Make it extremely dangerous for anyone to 
pursue you. Circle back and ambush them. Set 
booby-traps along your trail. Lead your pursuers into 
dangerous areas and kill them. 


Evasion of the tracker or a pursuing element is 
a difficult task requiring the use of immediate-action 
drills designed to counter the threat. A team skilled in 
tracking techniques can successfully use deception 
drills to minimize signs left behind which the enemy 
can use against them. However, it is very difficult for a 
person, let alone a group, to move across any area 
without leaving signs noticeable to the trained eye. 


Difference between wrapped boot and the same person 
without wrapping the boot (upper wrapped, lower unwrapped) 
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Always Carry a Knife 


In his book All-In Fighting, W.E. Fairbairn 
(1942) wrote: “The knife in close-quarter fighting is the 
most deadly weapon to have to contend with. It is 
admitted by recognized authorities that for an entirely 
unarmed man there is no certain defence against a 
knife. With this we are in entire agreement. We are 
also aware of the psychological effect that the sudden 
flashing of a knife will have on the majority of persons. 


There are many positions in which the knife 
can be carried, but what might suit one man and lead 
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him to think that it is the only position, will not, owing 
to the length of arm or thickness of the body, etc., suit 
another. This is a matter that must be decided by 
each individual for himself; but before making the final 
selection, students should note that no matter how 
good the position or the manner in which the knife is 
carried, a really quick draw cannot be accomplished 
unless the sheath is firmly secured to the clothing or 
equipment. Moreover, speed on the draw can only be 
acquired by constant daily practice. We, personally, 
favour a concealed position, using the left hand, well 
knowing that, in close-quarter fighting, the element of 
surprise is the main factor of success.” 


“When a man has a weapon which he knows is 
designed for fighting alone and has been trained in its 
use, he immediately develops a sense of confidence 
in it that he will never feel toward the utility knife. His 
fighting knife takes on a definite personal 
characteristic. He carries it with him at all times, he 
sharpens it often, and he will regard it as a very 
necessary part of his personal equipment.” - Col. Rex 
Applegate (July 1943) 


“The knife is the first choice among tools and 
weapons of the Indian. Given only a knife, a Wood 
Indian can live comfortably in a trackless forest. One 
Cree woman escaping from the Sioux was forced to 
hole up for the winter because of deep snow and 
storms and lived the whole winter through with only a 
knife to aid her. She built her shelter; made traps, fire 
sticks and cooking utensils; hunted and skinned her 
game; made warm robes — in fact made everything 
she needed with her knife alone.” Ellsworth Jaeger, 
Wildwood Wisdom (1945) 


“Every man who goes into Indian country 
should be armed with a rifle and revolver, 
and he should never, either in camp or out of it, lose 
sight of them. When not on the march, they should be 
placed in such a position that they can be seized at 
an instant’s warning; and when moving about outside 
the camp, the revolver should invariably be worn in 
the belt, as the person does not know at what 
moment he may have use for it.” — Cpt. Randolph B. 
Marcy, U.S. Army, The Prairie Traveler (1859) 
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Never Be Unarmed! Be skilled with your 
weapons, for you never know when you 
may have need of them. 


In the Havamal, Odin specifically instructs men 
never to go about unarmed, as a man will never know 
when he will meet danger, and have need of a 
weapon... So, consider the following - if you can, be 
armed always. Yes...| know. But consider the 
implications. Of those who died facing an armed 
attack, how many would have willingly disobeyed 
unconscionable laws in order to stay alive? 


And stabbing a man to death is an exercise in 
extreme violence. It is violent and sudden and what 
the body does in its final moments will shock 
you...maybe, if you haven't gotten your mind right 
about such matters. 


Skill with your hands, and with knives is 
important. Because you might not have your pistol... 
but you can always have or get a knife. And if you 
have a knife, you can always get a pistol. Consider 
this deeply. 


Always carry a reload... and a knife. Need we 
say anything more. Learn to reload without thought 
and learn to draw the blade the same way. 


Learn to shoot accurately at distance. One may 
not always be able to have a rifle at hand, but with 
practice one can develop skill with a handgun to 
engage the rifleman. 
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More ammo is better. You can't kill the bad 
guys if you run out. 


Be generous with your shooting. One shot is 
the same price as ten shots, so if you are going to 
shoot someone who is trying to kill you, do not be a 
miser with your ammo. It will be better for you if you 
win and he does not, and as a result, your story is the 
only one heard. 


If You Are Armed... If You Are Decisive 
Enough... If You Are Accurate Enough... If You Are 
Violent Enough... when someone crashes through 
your gate and opens up with an AK-47, the answer to 
this problem is at hand. If you allow yourself to be 
unarmed because of some law, policy, or regulation... 
then you just die. Never be unarmed! Be skilled with 
your weapons, for you never know when you may 
have need of them. 


Never Give Up Your Weapon. 


If someone tells you to drop your gun... Don't Do It. 
Immediately shoot that person. If you give up your 
weapon, you could die. When someone tells you to 
give up your weapon, they are expecting you to 
comply with their instructions. In the time it takes them 
to realize you are not complying, you can win. Kill 
them in their transition between thought and action. ~ 
It’s easy to shoot someone when they’re in the 
middle... {{BANG}} ... of a sentence. 
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Special Forces Sniper 
Tricks of the Trade 


The art of sniping requires learning, repetitious 
practicing, and the mastering of specific skills. The 
sniper requires special abilities, training, and 
equipment. His primary goal is to deliver highly 
accurate rifle fire against enemy targets. 


To achieve this goal and ensure mission 
success, the sniper should always remember the 
following: 


e For best results, try to use a bulky, lightweight 
hooded smock in urban areas. Select colors for 
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the smock that will blend with the colors and 
types of building materials in the area. 

Avoid movement during daylight; if movement 
is necessary, keep movements slow and 
deliberate. 

During movements through or occupation of 
building rooms, be alert to the principles of 
camouflage and concealment. Do not allow 
“peing inside” to lull you into a reduced 
awareness of the surroundings. 

Stay in shadows, match clothing to blend with 
the room or area, hang black sheets to 
eliminate backlighting against openings or light 
sources. 

Don’t be the only open window in an air- 
conditioned building. Use existing curtains and 
leave windows intact. To make a “shooting 
hole,” remove one pane or small corner of the 
glass. 

Move into the area with help from the host 
nation. 

Blend into the activities of the area; for 
example, maintenance crew, civilian clothing, 
and civilian luggage (guitar cases will always 
look out of place). 

Try to carry in more equipment and work with 
multiple teams to cover the entire area. 
Choose a position (if possible) that is naturally 
in a shadow; if doing so is not possible, make 
your own shadows by building a “cave” with 
dark cloth. 
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Wear dark clothing to match the background. 
Stay back from the window. 
Don’t flag your weapon in your loophole. 
If time allows, make crawl holes from room to 
room. 
Avoid background light, such as doors opening 
behind you. 
Be careful of neutral personnel; handle with 
care. 
Check firing positions (rooftops) and ensure 
you— 

o Stay below peak line as much as 

possible. 

o Don’t overhang barrel. 
Put up some type of shade if you are going to 
be in position a long time. 
Try to find a position that has a background of 
some type. 
Have the following equipment and resources 
for urban operations: 

o Camera. 

o Communications equipment (snipers 
and command). 
Food and water. 
Spotting scope with stand. 
Binoculars. 
Dark cloth. 
Roofing hammer with nails. 
Tape. 
Glass cutter. 
Complete cleaning kit. 
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Multipurpose knife. 

Silenced pistol. 

Notebook, pencils, and tape recorder. 
Sleeping or shooting pad. 
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In some cases, the team leader appoints a 
high-value target to several snipers and they cannot 
agree on the range (with associated scope 
adjustments). If this occurs, then each sniper places 
the range data on his telescope according to his own 
best estimate. The snipers would then fire 
simultaneously, thereby increasing the chance of 
obtaining a hit. 


When operating in a denied area, it is 
sometimes appropriate to use an indigenous weapon 
and ammunition. The evidence left (casings or 
recovered bullets) would disguise the true identity of 
the sniper and the sponsor. This planning 
consideration should not be interpreted as “battlefield 
recovery.” 


The sniper must be aware of the ground 
beneath the muzzle of his rifle. This point is critical 
when the ground is sandy, dusty, or loose soil. The 
sniper should either wet the area (urinating will save 
valuable drinking water) or cover with a suitably sized 
cloth. In damp conditions (early morning), the sniper 
should be aware of the possibility of the exhaust 
smoke indicating the position. An area with broken 
ground or foliage will help conceal the smoke 
signature. Also, the sniper should be aware of the 
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muzzle blast moving tall grass and small plants, and 
therefore, choose his position carefully. 


When in a static position, it is wise to build the 
sniper hide to provide a direction of fire at an angle to 
the front of the enemy. This method provides cover 
and concealment, and the enemy hit by the sniper’s 
fire will look to his front for the sniper’s location. 


If the sniper suspects that his system has lost 
its zero, and the situation allows sighting shots, then 
he should use “self-marking” targets that do not 
betray his direction of fire. The sniper may use pools 
of water, cement walls, or layers of brick. He should 
not use cans, boxes, or other targets that can be used 
to sight back on azimuth to his location. 


The sniper’s hide should be in a location away 
from any obvious target reference points. If it looks 
like an obvious position, it is. 


When firing long ranges where the arc of the 
bullet will be high, the sniper should always try to 
visualize the bullet's arc before firing. This practice 
ensures that there will be no obstacles in the path of 
the bullet. The sniper should consider this the “mask 
and overhead clearance” of the sniper rifle. 


Selection of the final firing point is critical to 
mission success. If the target is expected to be 
moving, the sniper should select a position that allows 
a shot at the target as it moves toward or away from 
him. Relative to the sniper’s position, the target will be 
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a stationary one and, therefore, require a no-lead 
hold. 


If it is necessary to engage a unit of enemy 
personnel, the sniper should engage the targets that 
are the greatest threat to him and his team’s survival. 
If this is not a factor, he should engage the targets 
farthest away from him and not in the front of the 
enemy formation. If he hits the front-most targets first, 
the remainder of the unit will deploy and conduct fire 
and movement to pin the sniper down and engage 
him. By eliminating the rear-most targets first, the 
sniper buys himself more time as their numbers will 
be decreased, possibly without their knowledge. This 
practice also ensures the sniper the best possible 
(least suspecting) targets. 


The sniper and his weapon can be of great 
help in the counterambush immediate-action drill. He 
should look for target indicators (muzzle flash, 
disturbed vegetation, ejecting brass) and use a 
“searching fire” technique. This approach enables him 
to fire rounds approximately nine inches from the 
ground, every 6 inches into the suspected enemy 
location. 


When a sniper and another team’s sniper are 
dealing with multiple targets, such as two hostage- 
takers, they must coordinate to fire simultaneously. 
Taking them out one at a time may allow the second 
suspect time to harm the hostages. One technique (if 
snipers are within earshot or in radio contact with 
each other on a clear frequency) is for each of them 
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to keep saying aloud in a steady, low voice, 
“wait...wait...wait...” as long as they do not have a 
clear shot. When they do, they should stay silent and 
listen for the moment they are both silent. They 
should allow a 1-second pause, then open fire 
together. Another technique is to establish an audible 
countdown and fire on that number. In some cases, 
two snipers are assigned to engage a single suspect, 
particularly if he is behind heavy glass and there is 
fear that shots may be deflected. One option here is 
for one sniper to aim for his head and the other for his 
chest and fire simultaneously. 


In a CBT (combatting terrorism) situation, 
hostage-takers have been known to switch clothes 
with the hostages. This trick requires the sniper to 
distinguish facial features and place top value on 
higher-powered spotting and rifle scopes. It can also 
cause him to risk compromise if he decides to move 
closer to the target. 


The position behind a loophole should be 
darkened with a drape so that the sniper is not 
silhouetted and no light comes through the loophole. 
The sniper should shut his loopholes when anyone 
enters or exits the hide. 


The observer can tell if the target is hit. The 
target’s response is similar to that of big game. An 
animal that is fired at and missed always stands tense 
for a fraction of a second before it bounds away. 
When an animal is struck by the bullet there is no 
pause. It bounds away at once on the impact or falls. 
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Thus, a stag shot through the heart commences his 
death rush at once, to fall dead within 50 yards, 
whereas a stag missed gives that telltale sudden 
start. If a human is hit, he falls forward or appears to 
crumple like a rag doll. Continued activity or falling to 
the side indicates a superficial hit. 


Speed is important. The sniper should practice 
for an aimed shot in 2 seconds or less. 


The sniper should use armor-piercing rounds 
for antimaterial missions to take out the weapon, not 
the crew. The crew is easier to replace. 


Short of optical or laser range finders and in an 
offensive role, the mil-relation formula (mortar-crew 
mil system) will help the sniper determine accurate 
range. In the defensive role, the surest method of 
determining precise range is by triangulation. 
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Naval Special Warfare SEAL Tactics 


F.1 PATROL LEADER 
1 Lead the way you want to be led. 


2. No individual or platoon can practice or train too 
much or too often. 


3. Teamwork is the key to success and will only come 
through constant training and rehearsal. 


4. While on a mission, attempt to minimize fatigue. 
Fresh men go further. 


5. Show confidence in your decision making, and your 
platoon will be more likely to have confidence in you. 


6. Don't be afraid to take advice from your platoon 
members, encourage it. 


7. Don't lose your temper; it will affect your 
judgement. Keep cool. 
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8. Always have an alternate plan. Think ahead. 
9. Fight aggressively, but think intelligently. 

10. Inject realism into all phases of training. 

11. Conduct at least half of your training at night. 


12. Implement a good physical training program and 
your platoon will have fewer health problems. 


13. Develop and use a pre-mission and post-mission 
checklist to ensure nothing is neglected. 


14. Don't set patterns in your operations. 
15. Never do the obvious. 


16. Stay alert at all times when on patrol. You are 
never 100 percent safe until you are back at the base. 


17. Don't arbitrarily make all tactical lessons learned 
your platoon SOPs. Always consider METT-T. 


18. Don't forget to factor in the effect of cold body 
temperatures on platoon members' energy levels; 
keep personnel warm with the correct protective 
clothing. 


19. Danger areas are not one-dimensional. They are 
360 degrees and may have terrain features and 
trees/vegetation to hide the enemy. 


20. If involved in unintended enemy contact, use fire 
superiority to make the enemy believe they have 
stumbled upon something "bad". 
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21. Use the KISS standard. Go back to basics and do 
them right. Any time you split the patrol, you have 
increased the potential for compromise and problems. 


22. Be aggressive, bold, and creative when planning. 
23. Do thorough, detailed mission planning. 


24. Intelligence is perishable and often incorrect. 
Never trust intelligence 100 percent. 


25. Be aware of possible "set-ups" when agents are 
involved. 


26. Plan for contingencies. 
27. Don't underestimate the enemy. 


28. Understand the construction of structures you 
attack. Bullet penetration of flimsy structures may 
require changing the fire support location to prevent 
self-inflicted injury. 


29. Know which direction doors and windows open: 
right, left, up, or down. 


30. Prepare psychological leaflets, if deemed 
appropriate. 


31. Ensure OPSEC is paramount in all aspects of 
operational planning. 


F.2 MEDICAL 


1. Take and use insect repellent. If mites or other 
insects become a problem, try to find appropriate 
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repellent. Mud can be used as a last resort. Carry 
repellant in zip-lock bags and isolate it from other 
items in your rucksack. Squeeze air from the 
container and screw the cap on firmly. 


2. Carry tweezers to remove anything that sticks. In 
areas with large thorns (e.g., Panama) carry needle 
nose pliers. 


3. Devise or obtain a field litter and practice carrying 
wounded personnel during training. Even light 
personnel become very heavy when being carried in a 
litter. Practice carrying for at least 2 km. 


4. Become knowledgeable on the how, why, and ways 
for MEDEVAC. 


5. Ensure the personal medical kit is in a standard 
location and has standard contents for all platoon 
personnel. 


6. Carry throat lozenges to stop coughing on 
patrol/ambush. (Be careful of odors caused by some 
lozenges.) 


7. Use a wounded individual's medical field dressing 
before using your own. 


8. Take care of your feet. If a platoon member starts to 
get foot problems while on a mission, stop in a secure 
position, remove boots, dry and treat the feet with 
powder and medicated ointment. Tape and proceed 
as able. 
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9. Narcotic painkillers, antibiotics, and anti-diuretics 
should be taken on patrol and carried in non- 
collapsible waterproof containers (key float containers 
available at marine stores work well). 


F.3 DIET 


1. Drink large amounts of water to hydrate before 
going on a mission and ensure enough water is taken 
and drunk throughout the mission. Stay ahead of 
water needs. 


2. Carry water purification tablets and use them. 


3. Do NOT smoke or use other tobacco products 
before or during operations, as it ruins night vision 
and has a distinctive odor. 


4. Use vitamin supplements only if advised to do so 
by medical officer or HM. Most SEALs have a 
sufficient vitamin supply stored up in their bodies 
already. 


5. Adjust to type of rations used; don’t eat them for the 
first time on an operation. 


6. If concerned with smelling "American", eat local 
area foods at least 72 hours before a mission; this 
allows both the sweat and the system to adjust from 
regular diet. 
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F.4 SURVIVAL 


1. Carry survival gear as first line equipment. Include 
a mirror, aircraft panel, compass, flares, penlight, E&E 
kit, map of area, water purification, diarrhea 
medication, two power bars, or one cut-down food 
ration. 


2. Ensure a sharp, compact knife is readily available. 


3. Prior to deployment, learn and become familiar with 
the types of plants and animal existing in AO. These 
are possible survival foods. 


4. Do not neglect to take food. It is unrealistic to 
expect to hunt or fish successfully. 


F.5 UNIFORM 


1. Wear a floppy hat to break up the outline of the 
head. A headband or bandanna by its self is 
ineffective for camouflage; however, a bandanna 
provides good neck protection and has other uses. 


2. An "Australian net" is effective when worn around 
the neck as a utility item. An alternative to this is an 
OD towel. 


3. Wearing gloves with padded palms and fingers cut 
off at mid-finger is effective for protecting hands from 
hot barrels and thorny plants. Full finger gloves are 
another option, especially for the AW man. 


4. To maximize hearing, don't cover ears. 
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5. Ensure any non-standard clothing has grommet 
holes to allow for water drainage. 


6. Do not wear different types of uniforms than 
expected by U.S. or allied forces (e.g., tiger stripes 
when everyone else is wearing jungle cammies). This 
may cause friendly forces to confuse you with the 
enemy. 


7. Tie trouser blousing strings to boot laces or wrap 
cloth around top of boot (e.g., carrying handles from 
Claymore mine bag) to keep legs free of leeches. 


8. The "blue and gold" tee shirt is not a good 
substitute for the OD T-shirt. 


9. Any diving watch with a fluorescent face must be 
covered to prevent the glow from being seen in the 
dark. Sweatbands or a cut-up sock will work well for 
covering watches. Beware of Velcro covers; they are 
noisy. Fluorescent watch faces can be used to assist 
SEALs following each other in very dark conditions, if 
other identification is not in use. 


10. Suspenders for the trousers are very handy, they 
can be pre-made or improvised. In desert ops these 
allow clothing to be worn more loosely, which will 
assist with cooling. 


11. Full-length trousers and shirts are a must to keep 
insect bites to a minimum. 


12. Break in a set of boots and then set them aside 
for operations. 
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13. Wear good boots with laces. Running shoes have 
a tendency to pull off in the mud. Going barefoot can 
be hazardous to you and your platoon. 


14. Enemy trackers can be successfully confused as 
to the size of the patrol if the entire SEAL platoon has 
the same sole pattern on their boots. 


15. "Velcro" closures make too much noise. Zippers 
are another item to avoid. Buttons are much quieter 
than Velcro or zippers. Pull-the-dot fasteners work 
well but require lubrication if used in and around salt 
water. 


16. Two-piece camouflage uniforms are better than 
those modified to one piece (jumpsuit fashion). 


17. Green socks that blend with equipment are better 
than white ones, as you can tie them to your pack to 
let them dry out. State-of-the-art dark 
backpacking/athletic socks are very effective. Wool or 
polypropylene is better than cotton, which absorbs too 
much water. 


18. Don't sew luminous glint tape to floppy hats or 
uniforms, unless required for a specific mission. 


19. Tuck your jacket into your pants. You can't use the 
lower pockets because of your LBE but you can 
temporarily stuff expended magazines inside your 
shirt during contact. 


20. Tie down all survival equipment to the uniform or 
LBE to prevent loss if pockets should tear. 
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F.6 WEAPONS 


1. Carry spare bolt groups for the M60; know how to 
change it out rapidly. The M60 is not a good 20-pound 
club. 


2. Ensure buoyancy is correct by dip testing 
personnel with all of their equipment on; adjust 
buoyancy as weight changes. Use LIVE 
AMMUNITION, or correct for live ammo weight. 


3. Carry linked ammo in a carrying case (e.g., 
canteen case or other improvised case) to keep it 
from getting out of line. Ensure the case has a 
grommet to drain water. 


4. Bring at least one weapons cleaning kit per patrol. 


5. When modifying the issued sling, improvise but be 
aware nylon can melt on a hot barrel. Slings can be 
used as "ropes" to secure splints and as tourniquets. 
Ensure that tape on the weapon does not hinder its 
operation in any way. 


6. Change the round in the chamber after a night in 
the field. 


7. Clean and lube all magazines and rounds daily and 
when returning from operations; never assume they 
are clean enough. 


8. Using something to separate 30-round magazines, 
such as a small piece of wood, and then taping them 
together allows a quick magazine changeover. The 
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magazines should be in the same directions with 
enough space to allow them both to seat properly. 


9. Don't fire the M4 on fully automatic, unless you are 
the PT responding to an immediate ambush. 


10. Fire your weapon shooting low, particularly at 
night. Ricochets will kill too, and most people will hit 
the ground when the shooting starts. 


11. M203 GNs must practice and fully understand 
arming distances, types of 40mm rounds, and 
shooting in the open or in confined vegetation. 


12. Always carry the weapon with the selector switch 
on SAFE. 


13. Use a plastic muzzle cap or tape to keep water 
and dirt out of the barrel. 


14. Place magazines upside down in their pouches, 
primers inboard, to keep out dirt. 


15. Do not retrieve your first expended magazine 
during contact; it will consume valuable time. 


16. The mission will dictate proper weapons mix. 


17. Shotguns and 9mm sub-machine guns are not as 
effective in a jungle environment as the M60 and M14 
or 


M4. Ensure personnel are cross-trained in all 
weapons. 


18. Point all weapons in a safe direction while on 
board the insertion vehicle: 
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a. Upward in a boat 
b. Downward or outboard in a helicopter 
c. Outward or upward in a vehicle. 


19. In the desert, each individual should carry 
cleaning equipment for his own weapon on every 
patrol, regardless of the length, type or nature of 
mission. Cleaning must be strictly controlled and 
staggered so that at least 75 percent of the weapons 
in the patrol are ready for use at any time. Check with 
the PL before cleaning a weapon. Use non-oil base 
lubricants, such as graphite to prohibit accumulations 
of dust and grit in the weapon. You must have your 
weapon with you at all times. Whenever possible, 
keep two hands on it. When sleeping or relaxing, 
keep it within arm’s length. 


20. Test fire all weapons prior to departing a friendly 
area on patrol to ensure proper functioning. The tests 
should be done under similar situations that will be 
encountered on the patrol. 


21. The variety of weapons should be limited to make 
ammunition redistribution easier and assures 
familiarity with each other’s weapons. Also, 
identification of your own personnel from the enemy 
by the weapon sounds is made more possible. 
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F.7 ORDNANCE AND DEMOLITIONS 


1. AClaymore mine with a 30 or 60-second fuse 
attached is a handy, quick ambush or "get away" 
technique. The Claymore mine can be one of the 
most useful weapons; learn all there is to know about 
them. Attaching a CS grenade to the Claymore is also 
very effective. 


2. When employing Claymores, use two men. One 
places the mine and the other stands guard. 


3. Never place the Claymore where you cannot 
observe it. Consider cutting the firing wire in half when 
operating in dense vegetation. You won't use more 
than 50 feet of wire. This makes emplacement and 
recovery easier and cuts weight. 


4. Place the Claymore so the blast parallels your 
personnel and the firing wire does not lead straight to 
your position. 


5. Bring two cap crimpers per patrol when using 
demolitions. 


6. Ensure no shiny rounds of linked ammo are worn 
outside the uniform, as this will destroy camouflage 
effectiveness. 


7. Ensure hand-thrown grenades are thrown clear of 
vegetation, so they do not bounce back and explode 
near the thrower or his platoon mates. 
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8. Make continuous daily checks on all grenades 
when on patrol to ensure the primers are not coming 
unscrewed. 


9. Don't bend the pins on the grenades flat. The rings 
are too hard to pull when needed. 


10. Paper tape through the rings of grenades and 
tape the ring to the body of the grenade. The paper 
tape will tear for fast use, while plastic or cloth tape 
will not. This also keeps the ring open for your finger, 
stops noise, and prevents snagging. 


11. Fragmentation grenades are good for inflicting 
casualties. 


12. CS grenades are ideal for stopping or slowing 
down enemy troops and dogs pursuing you and are 
effective in damp and wet weather, whereas CS 
powder will dissipate. 


13. WP grenades have a great psychological effect 
against enemy troops and can be used for the same 
purpose as CS grenades. The use of both CS and 
WP at the same time will more than double the 
effectiveness of each. 


14. Thermite grenades will destroy either friendly or 
enemy equipment. Recommend one per patrol. 


15. Violet and red are the smoke colors most visible 
from the air, but in dense vegetation or wet weather 
use white HC smoke to signal aircraft. Notify the 
aircraft prior to signaling with WP, as they may 
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mistake it for a marking rocket indicating an enemy 
position and attack you. 


16. The AT-4 is very effective against mud bunkers. 


F.8 LOAD BEARING EQUIPMENT/RUCKSACK 


1. Be sure all snaps and buckles are taped. Don't use 
paper tape. 


2. Wear your LBE buckled when not sleeping. If 
you're wounded, your teammates can drag you by 
your LBE shoulder straps. 


3. Use a waterproof bag to protect equipment. Ensure 
at least one man carries an extra plastic bag; it 
weighs very little and can be used for many things. 


4. Test the shoulder straps on the rucksack before 
packing it for patrol. Always carry 550 cord to repair 
straps. 


5. Sew a Claymore bag onto the top flap of your 
rucksack to carry Claymores, binoculars, a camera, or 
handset. 


F.9 COMMUNICATIONS 


1. Communications is the responsibility of everyone in 
the patrol, not just the RTO. 
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2. Pre-set frequencies so a quick turn of the dials will 
put you on the desired frequency. This is especially 
helpful at night when trying to avoid using light. 


3. Perform pre-mission radio checks with the radio 
and crypto device (e.g., KY-57) hooked up and 
packed in the rucksack, just the way it would be in the 
field. Test the radio after the crypto device has been 
loaded, with and without the crypto device hooked up, 
with the NSWTG/TU and various support elements. 


4. Always use fresh batteries in all communications 
gear. Carry spare batteries, but do not remove the 
plastic wrapping prior to using them. 


5. Claymore firing wire can be used as a field 
expedient antenna for HF communications. 


6. When using intra-squad radios (e.g., Saber) use a 
headset on both ears with the center cut out of the 
non-functioning earpiece. Use a push-to-talk 
microphone instead of a sound activated one. Put the 
push-to-talk button on the right side of "H" gear for a 
right-handed shooter so it can be operated with the 
left hand. 


7. Always remain calm and professional, no matter 
what happens. 


8. Signals to be used on patrol should be prearranged 
and understood by all patrol members. They should 
be based on standard hand and arm signals and kept 
simple. 
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9. Always keep talk to a minimum. Use the standard 
hand and arm signals whenever practical. 


10. While patrolling, pass simple instead of complex 
instructions. Allow time for the word to be passed 
before executing. 


11. When giving the PLO, visual aids are of great 
value. Examples include a sand table, chalkboard, or 
a sketch with a stick, on cleared ground. 


12. Consider the use of emergency recall signals, 
such as an aircraft circling a certain feature for five 
minutes at a set time. This eliminates the need for 
coming up on a radio frequency, which is a potentially 
compromising evolution. 


13. Pass word when on patrol. Ensure the platoon 
knows what is happening. 


14. Whenever identifying your position to support 
elements with smoke or flares, always have support 
elements authenticate to make certain that the enemy 
is not using deception. 


15. Whisper into the handset while in the field. Exhale 
first, then speak, or your transmission will sound like a 
tire leaking air. 


16. The operational base must avoid making 
unnecessary, unscheduled radio checks just because 
they haven't heard from a team. 


17. Repeat grid coordinates sent to you to ensure 
accurate copy. 
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18. Do not send "same" or "no change" when 
reporting team location. Always send your 
coordinates. 


19. Constantly check your CEOI to ensure your 
authentication tables are folded open to the page 
showing the most current set. This will prevent 
dangerous delays when an aircraft requests 
authentication. 


20. Waterproof your CEOI and authentication tables 
by laminating them with acetate or putting them in a 
plastic zip-lock bag. 


21. Clean all contacts daily with the eraser end of a 
pencil. 


F.10 SPECIAL EQUIPMENT 


1. Agood pair of garden branch cutting shears can be 
used to cut vegetation. 


2. NVEO can be very helpful; however, ensure 
someone not wearing NVEO accompanies the NVEO 
user. This is especially true if the SEAL wearing the 
NVEO is patrolling as a point element. 


3. When in an observation position, scan with NVEO 
every five minutes or so. If you scan continuously, you 
increase the chance of being spotted. Two persons 
using NVEO in the passive mode looking directly at 
each other will see glowing "cat eyes." 
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4. NVEO and thermal viewers complement each other 
and should be used in combination; for example, the 
PT could use the M845 riflescope and the PL could 
use a thermal imaging rifle sight. 


5. Carry the Litton 911 in a 5.56 mm magazine pouch 
or on a lanyard around your neck. 


6. Noise suppressors ("silencing" devices for 
weapons) have application in night ambush, but they 
require well-understood SOPs. 


7. A Swiss seat of tubular nylon, worn or taped to web 
gear, is a good addition to operational equipment. 


8. Everyone should carry a 20-foot length of 550 cord. 


9. Wear equipment above the waist to prevent it from 
chafing the legs, and for safety. 


10. Carry a gas mask in a 2-quart canteen pouch 
when planning to use CS gas or if the threat of enemy 
gas is high. 


F.11 OPERATIONAL TECHNIQUES 
F.11.1 Insertion 


1. Use OPSEC by never using the same routes and 
using false inserts and extracts. 


2. Ensure multiple AOs have been cleared with 
blanket times to allow OPSEC flexibility. 


3. Use false insertions and extractions. 
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F.11.2 Extraction 
1. Do not set patterns. 


2. Use correct landing signals to assist helo pilots 
when landing. 


3. Ensure all signals are pre-briefed and understood. 
F.11.3 Navigation 


1. Use compass heading and pace count. Trust the 
compass, but be aware of areas with magnetic 
anomalies. 


2. Use a pre-measured line (e.g., 550 cord; 10-25 
meters) to work critical navigation situations. 


3. Learn to use the stars for navigation. While doing 
so, confirm your location periodically with a compass. 


4. Every SEAL should know the methods of finding 
the North Star and know how to use the sun's shadow 
to determine the direction of north. 


5. Do not mark any of your field maps/charts with 
friendly information; you can, however mark them with 
enemy information. 


6. Preset your compasses prior to departure on patrol 
if personnel are not proficient at setting the compass 
in the dark. 


7. When planning a patrol route, remember to use 
offsets whenever applicable. An offset is planned 
magnetic deviation to the right or left of the straight- 
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line azimuth to an objective. It is used to verify your 
exact location relative to the objective. 


8. Use the PT as a point, not as a compass man. He 
is primarily concerned with the security of the patrol. 
Have the second or third man responsible for 
navigation. 


9. In an LUP note the direction on the compass of 
how you are lying so that if you need to move off 
quickly, you will be somewhat oriented where you are 
in relation to the camp and patrol intentions. 


F.11.4 Patrolling 


1. Know personnel limits. Take time of day, weight, 
terrain type, thickness of vegetation, swamps and so 
forth into consideration when planning distance to be 
covered. Underestimate distance and overestimate 
time. 


2. Memorize routes. 
3. Develop SOPs that include stealth. 


4. Listen for animal noises, or the lack of them, as 
indications of possible enemy activity. Know how local 
animals react, e.g., monkeys scream initially, then 
quiet down. 


5. Watch for small, domesticated animal fences 
around buildings. 


6. Do not uncover luminescent watch dials (or 
compass dials) to follow platoon members at night. 
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7. Pack out any item you pack in; minimize amount 
carried. 


8. Don't allow tobacco in the field. 


9. Go as quietly as you can as long as you can. Don't 
make noise, don't make contact, don't go hot until in 
place and ready to attack. Exception: if compromised, 
go immediately into VIOLENT ACTION. 


10. Whether on a planned assault or an IAD, use 
extreme and overwhelming violence of action. The 
initial 10-15 seconds of engagement should be so 
violent that those who are not killed immediately will 
be in a state of shock. The subsequent selective fire 
clean-up will take care of the shock victims. 


11. Apply vigorous ACCURACY at all times. Don't just 
put holes in every leaf without drawing blood. 


12. Don't try to do battle with a superior force in a 
firefight. Lay down a solid base of sustained 
suppressive fire (15-30 seconds maximum). If still 
receiving significant return fire, break contact. Once 
contact is broken stop shooting immediately; it only 
continues to give away your position. 


13. Eliminate pocket litter; check all pockets prior to 
departing. Wear only taped dog tags. 


14. Carry maps and notebooks in waterproof 
containers; use wetnotes or waterproof paper. 


15. Use pencils, not pens, to make notes on patrol. 
Ink smears when it gets wet. 
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16. Never take pictures of platoon members while on 
patrol. Valuable intelligence can be gained if photos 
are lost or captured. 


17. Reapply camouflage at least three times per day 
or as needed; absolutely necessary at an ambush or 
raid site and after crossing a beach. 


18. Each patrol member should keep a list of his own 
lessons learned for after-action reports and personal 
use. 


19. Use deception techniques on patrol to deceive the 
enemy and/or catch him in a hasty ambush. The 
following techniques can be useful: 


a. Double back (See Figure F-1). 
b. Leave a false trail. 


c. Execute a false extraction. 


— 
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Figure F-1. Doubling Back 


20. On desert patrols, take turns carrying the heavy 
equipment so as not to unduly wear out any one 
patrol member. 


49 


21. It is best to patrol on nights that are dark, rainy, 
and windy. 


22. When conducting a recon of an enemy position, 
maintain a covering force within supporting distance 
of the recon element. 


23. Whenever breaking the patrol at night in terrain 
that is difficult for control, break the patrol in place. 
Each man faces in the direction of responsibility, and 
kneels. 


24. While moving at night, take advantage of ambient 
noise such as wind, vehicles, planes, shelling, battle 
sound, and sounds of insects. 


25. Whenever possible, allow all patrol members 
sufficient time for their eyes to adjust to darkness. It 
takes over 30 minutes before your eyes fully adjust. 


26. When using any light on night patrol or when 
passing through a lighted area, close one eye to 
prevent total loss of night vision and warn other patrol 
members whenever light is to be used. 


27. When infiltrating enemy lines, an alternate 
rendezvous point should be selected in the event the 
first point is occupied by the enemy. 


28. When a patrol is moving in a file, each man 
follows the man's footsteps in front to minimize 
detection of footprints and knowledge of how many 
personnel there are in the patrol if they are detected. 
This is particularly important in the desert. 
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30. In mountainous terrain, plan to use the upper part 
of the ridges for movement if the situation permits but 
do not get on the skyline. This allows for good visibility 
downward and the chance to evade over the other 
side of the ridge if required. 


31. On small patrols RS should automatically send 
the count forward after each extended break or 
passage of any obstacle. 


32. Whenever stopping, establish an "all around 
defense". Obey this rule for short breaks, long breaks, 
in the LUP, when setting up an ambush - in fact, at all 
times. 


33. Depending on the mission tasked, the aim is often 
to avoid contact with the enemy. SEALs operate in 
small numbers and their job is often to reconnoiter or 
conduct clandestine attacks. Nevertheless, every 
patrol must be prepared for this eventuality and 
thoroughly understand and rehearse the procedures. 
Practice your break-contact drills. 


34. When working with friendly agents such as 
partisans, never take along the entire patrol to make 
contact with them. Send only one man to make the 
contact and cover that one man. 


35. If you see an enemy, freeze like an animal does 
and then slowly ease down out of sight. Sudden 
movements catch the eye and are giveaways to your 
position. 
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36. Be conscious of the natural habits, rhythms, and 
sounds of animals, birds and insects and learn to 
recognize them when they have been disturbed. 


F.12 MISCELLANEOUS 


1. Use unit SOPs for sterilizing equipment, team 
numbers, letters, or whatever. Avoid names and ranks 
on equipment. 


2. As experience increases, the weight of carried 
equipment will decrease. More is not always better; 
"fight light" for greatest effectiveness. 


3. Learn a few key language phrases of the enemy 
tongue, so in an unexpected meeting with an enemy 
or local, they will hesitate a second or two. 


4. Take two or more ponchos in any element; they can 
be used as litters, for construction of rafts, concealing 
lights, and shelters. 


F.13 TRAINING 

1. Practice, day and night; emphasize night training. 
2. Rehearse for missions. 

3. Acclimatize personnel before missions. 


4. Learn about enemy cultures, superstitions, and 
habits to get the "feel" for planning operations. 
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5. Ensure all equipment and any personal additions 
are sound proofed by testing them. Wrap items with 
tape or pad them to prevent noise. This is especially 
true of magazines. 


6. Practice getting under low obstacles and over 
higher obstacles, remembering not to catch parts of 
rucksack and other equipment on the obstacle or on 
overhanging vegetation. 


F.14 SPECIAL OPERATIONS MISSION CRITERIA 
1. Is this an appropriate SOF mission? 

2. Does it support the CINC's campaign plan? 

3. Is it operationally feasible? 

4. Are required resources available to execute? 


5. Does expected outcome justify the risk? 
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Canadian National Railways 
29 Well-Tested Hints for the Outdoorsman 


In 1928, the Canadian National 
Railways published a small 
booklet called Campcraft and 
Woodlore. The booklet 
contained, among other things, 
29 Well-Tested Hints for the 
outdoorsman. Those hints are 
reproduced below, and provide 
useful guidelines for person in 
the backcountry: 


1. Do not sit or lie on bare ground; it is harmful and 
likely to cause sickness. It is better if caught out in the 
rain to sit on your hat and go bareheaded than to it on 
the ground. 


2. Always carry two waterproof match boxes of the 
hard rubber kind that will float-one full of salt and one 
full of matches-and do not use them all the time, but 
keep in reserve in case of accident. This is cheap life 
insurance. 


3: Drink sparingly of water in a strange country; it may 
cause dysentery or be very constipating until you get 
used to it. 


4: If your horse won't drink water don't do it yourself; 
trust your horse, but don't trust your dog, for he will 
drink any filthy water. 
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5. Don't fail to take a good compass with a Jock 
needle, and become familiar with it before you start. 
Don't wait until you are lost to do this. 


6. If lost in unknown territory, find a stream and follow 
it down, it will generally bring you out near habitation. 


7: Don't follow old wood roads; they generally wander 
around aimlessly and lead nowhere. 


8. Your jack knife should not be too large, of good 
steel, with two strong blades a can opener, leather 
punch and a file. 


9: Don't lug a heavy pistol around on a belt full of 
cartridges to back up your rifle in case it is jammed 
when a big bear charges you, as you read of ina 
book. It hardly ever happens, and, if it does, make up 
your mind that you will be a dead hunter anyway, for 
it's 20-to-1 you would get the pistol busy in time and it 
would not stop the bear anyway. The pistol and belt 
will make your hips so sore walking long distances 
that unless you are used to it, it will cripple you, and it 
means another gun to keep clean in camp-a constant 
source of worry. 


10. Don't forget that sewing kit in your ditty bag, which 
should contain safety pins, needles, thread, darning 
cotton, buttons, wax, etc. 


11. The tail of your sweater is fine for darning if you 
unravel a bit of it. 
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12. But two heavy woolen lumberman's shirts are 
more comfortable and warmer than a sweater or a 
coat. 


13. If thirsty and without water, put a small stone or a 
button under your tongue; it will keep your mouth 
moist. 


14. Plan your work. Let each member of your party 
have a certain amount of work allotted to him and 
everyone does his share. 


15. Do not have a dirty camp. It should be cleaner 
than your home. Crumbs dropped on the ground don't 
show like they do on the floor, but flies and insects 
find them. Destroy all refuse from the table in the fire. 
Don't pollute the woods. 


16. Unload all firearms as you come into camp. 


17. Awell-soaked cloth wrapped around a bottle will 
keep it cool. Bang it up in a breeze in the shade. 


18. A little vinegar in water boiled in your pots or pans 
will take away the smell of fish. 


19. Keep all of your extra matches in a large bottle. 


20. Signal of distress. Three shots: fire once, wait five 
seconds and fire again twice. 


21. Remember it is warmer to sleep in a snowdrift 
than on the bare ground. 
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22. To keep ants away from rations set a box on four 
sticks standing in tin cans or saucers full of water, and 
the ants can't get to them. 


23. Talk to your dog or horse-he is just as lonely as 
you are. 


24. Cheap guns make poor shots and poor 
sportsmen. 


25. Don't think you know more about hunting than 
your guide. Remember conditions vary in different 
places. 


26. Always take the natives' advice as to living 
conditions and avoid sickness. They have learnt by 
experience, and experience may be costly to you. 


27. |lf your boots are wet, scrape away some hot dirt 
or sand from under the fire and fill them with it. They 
will be dry in the morning. 


28. To avoid sore feet, wear large shoes with small 
hob nails that cannot be felt through the soles, a thin 
pair of socks, soaped on the heel on the inside next to 
the feet, and a heavy pair of woolen socks over them. 
This will positively prevent blisters. 


29. If you fall into the water, no matter how cold the 
weather, take off all of your clothing and wring it out 
as dry as possible and put it on again. You will be 
warmer afterwards and avoid colds or worse. 
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Taking the Place of the Doctor - A knowledge 
of the various principles of first aid in the efficient 
treatment of the ailments encountered on the 
wilderness trail should be taken as a solemn 
responsibility. Once you come face to face with an 
accident which endangers the life of yourself or a 
companion, you will realize how indispensable is this 
ability to meet the exigencies incidental to active 
outdoor life — exigencies which force you alone to 
act, because first aid is generally required where one 
cannot shift the responsibility by stepping to a 
telephone and acquiring the assistance of an expert 
who is trained in all the methods of the healing craft. 
First aid does not rival the physician, but simply takes 
his place as an emergency measure. You should 
meet the responsibility with preparedness as to an 
understanding of methods and an efficient first-aid kit. 


No one should attempt to follow wilderness 
trails without a knowledge of personal hygiene and 
how to treat the commoner accidents and illnesses — 
heat exhaustion, sunstroke, burns, bruises, wounds, 
snakebite, the use of the tourniquet, what to do for 
fever, chills, constipation, diarrhea, and a knowledge 
of elementary surgery. A simple first-aid kit will suffice 
— a tin box is a good container, and provide in it 
trench tubes of iodine, aromatic spirits of ammonia, 
cotton, gauze, adhesive plaster, scissors, safety pins, 
and a snake-bite kit consisting of a lance, potassium 
permanganate crystals, and a stimulant. Dr. Claude 
Powell Fordyce, Trail Craft (1922) 
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SURVIVAL 


The experience of hundreds of servicemen 
isolated during World War II, the Korean conflict, and 
the Vietnam conflict proved that survival is largely a 
matter of mental outlook The will to survive is the 
deciding factor. Whether with a group or alone, you 
experience emotional problems resulting from fear, 
despair, loneliness, and boredom. Also, your will to 
live is sure to be taxed by injury and pain, fatigue, 
hunger, and thirst. When you are not prepared 
mentally to overcome all obstacles and accept the 
worst, your chances of coming out alive are greatly 
reduced. 


The shock of finding yourself isolated behind 
the enemy lines, in a desolate area, or in enemy 
hands can be reduced or even avoided if you 
remember the meaning of the letters in the keyword 
S-U-R-V-I-V-A-L. 


S-Size up the situation by considering 
yourself, the country, and the enemy. When you think 
about yourself, hope for the best, but be prepared for 
the worst. Recall your survival training and expect it to 
work. After all, you have been through this before—the 
only difference is that this is the real thing. If you think 
this way, you can increase your chances for success 
by being confident that you can survive. Get to a safe, 
comfortable place as quickly as possible. Once you 
find a safe place, look things over, think, and form a 
plan. Your fear will lessen; your confidence will 
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increase. Becalm. Take it easy until you know where 
you are and where you are going. 


Part of your fear may come from being in a 
strange country; therefore, try to determine your 
location by landmarks, by compass directions, or by 
recalling intelligence information passed on to you by 
your leaders. 


When you think about the enemy, put yourself 
in the shoes of the enemy. What would you do? 
Watch the habits and routines of the enemy. Base 
your plan on your observations. Remember, you know 
where the enemy is, but he does not know where you 
are. 


U-—Undue haste makes waste. Do not be too 
eager to move. It makes you careless and impatient. 
You begin to take unnecessary risks, and you might 
end up like the man who rushed ahead without a plan. 
He tried to travel at night but only injured himself by 
bumping into trees and fences. Instead of laying low 
and trying to evade the enemy, he fired at them with 
his rifle and was caught. Do not lose your temper. 
Loss of self-control may cause you to stop thinking. 
When something irritating happens, stop. Take a deep 
breath and relax; start over. 


Face the facts-danger does exist. Trying to 
convince yourself otherwise only adds to the danger. 
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R-Remember where you are. You may give 
yourself away because you are used to acting ina 
certain way. Doing “what comes naturally” could be 
the tip-off that you do not belong there. 


V-Vanquish fear and panic. To feel fear is 
normal and necessary. It is nature’s way of giving you 
that extra shot of energy just when you need it. Learn 
to recognize fear for what it is and control it. Look 
carefully at a situation and determine whether your 
fear is justified. After you investigate, you will usually 
find many of your fears are unfounded. 


When you are injured and in pain, controlling 
fear is difficult. Pain sometimes turns fear into panic 
and causes a person to act without thinking. Panic 
can also be caused by loneliness. It can lead to 
hopelessness, thoughts of suicide, and carelessness- 
even capture or surrender. Recognition of the effect of 
fear and its results helps you overcome panic. 


I-Improvise. You can always do something to 
improve the situation. Figure out what you need; take 
stock of what you have; then improvise. Learn to put 
up with new and unpleasant conditions. Keeping your 
mind on SURVIVAL helps. Do not be afraid to try 
strange foods. 


V-Value living. Conserve your health and 
strength. Illness or injury greatly reduces your chance 
of survival and escape. Hunger, cold, and fatigue 
lower your efficiency and stamina, make you careless, 
and increase the possibility of capture. Knowing this 
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makes you especially careful because you realize that 
your spirits are low due to your physical condition—not 
from the danger involved. Remember your goal- 
getting out alive. Concentrating on the time after you 
get out alive will help you value living now. 


A-Act like the local populace. “At the 
railroad station, there were German guards,” one 
escapee related. “Il had an urgent need to urinate. The 
only rest room was an exposed one in front of the 
station. | felt too embarrassed to relieve myself in 
front of all the passersby. | walked throughout the 
entire town stopping occasionally and inquiring if a 
rest room was available.” This man was detected and 
captured because he failed to accept the customs of 
the locals. When you are in a strange situation, 
accept and adopt local behavior. In this way, you 
avoid attracting attention to yourself 


L-Learn basic skills. The best life insurance is 
to make sure that you learn the techniques and 
methods of survival so thoroughly that they become 
automatic. Then the chances are that you will do the 
right thing, even in panic. Work on the training you are 
given because it may mean saving your life. Be 
inquisitive and search on your own for additional 
survival knowledge. 
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73 Rules of Spycraft 


The Fall 2009 issue of AFIO‘s The Intelligencer 
contains an article by James Srodes on (declassified) 
notes attributed to American diplomat and lawyer 
Allen Dulles (1893-1969), the 5th Director of Central 
Intelligence and once head of the CIA. The notes are 
entitled "Some Elements of Intelligence Work"; the 
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title of Srodes’s article is "Allen Dulles’s 73 Rules of 
Spycraft". According to Srodes, Dulles’s writing is 
"unpolished and almost conversational in style, as if 
Dulles had simply noted them down as the basis for 
one of the informal lectures, he continued to give to 
young training officers". The elements "range from the 
tiny tasks of tradecraft to the broader philosophy of 
security, recruiting agents, and personal discipline", 
and "[Dulles’s] precepts hardly seem dated even 


now . 


The greatest weapon a man or woman can bring to 
this type of work in which we are engaged is his or 
her hard common sense. The following notes aim at 
being a little common sense and applied form. Simple 
common sense crystallized by a certain amount of 
experience into a number of rules and suggestions. 


1. There are many virtues to be striven after in the job. 
The greatest of them all is security. All else must be 
subordinated to that. 


2. Security consists not only in avoiding big risks. It 
consists in carrying out daily tasks with painstaking 
remembrance of the tiny things that security 
demands. The little things are in many ways more 
important than the big ones. It is they which oftenest 
give the game away. It is consistent care in them, 
which form the habit and characteristic of security 
mindedness. 


3. In any case, the man or woman who does not 
indulge in the daily security routine, boring and 
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useless though it may sometimes appear, will be 
found lacking in the proper instinctive reaction when 
dealing with the bigger stuff. 


4. No matter how brilliantly given an individual, no 
matter how great his goodwill, if he is lacking in 
security, he will eventually prove more of a liability 
than asset. 


5. Even though you feel the curious outsider has 
probably a good idea that you are not what you 
purport to be, never admit it. Keep on playing the 
other part. It’s amazing how often people will be led to 
think they were mistaken. Or at least that you are out 
‘in the other stuff’ only in a very mild way. And 
anyhow, a person is quite free to think what he likes. 
The important thing is that neither by admission or 
implication do you let him know. 


6. Security, of course, does not mean stagnation or 
being afraid to go after things. It means going after 
things, but reducing all the risks to a minimum by hard 
work. 


7. Do not overwork your cover to the detriment of your 
jobs; we must never get so engrossed in the latter as 
to forget the former. 


8. Never leave things lying about unattended or lay 
them down where you are liable to forget them. Learn 
to write lightly; the “blank” page underneath has often 
been read. Be wary of your piece of blotting paper. If 
you have to destroy a document, do so thoroughly. 
Carry as little written matter as possible, and for the 
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shortest possible time. Never carry names or 
addresses en clair. If you cannot carry them for the 
time being in your head, put them in a species of 
personal code, which only you understand. Small 
papers and envelopes or cards and photographs, 
ought to be clipped on to the latter, otherwise they are 
liable to get lost. But when you have conducted an 
interview or made arrangements for a meeting, write it 
all down and put it safely away for reference. Your 
memory can play tricks. 


9. The greatest vice in the game is that of 
carelessness. Mistakes made generally cannot be 
rectified. 


10. The next greatest vice is that of vanity. Its 
offshoots are multiple and malignant. 


11. Besides, the man with a swelled head never 
learns. And there is always a great deal to be learned. 


12. Booze is naturally dangerous. So also, is an 
undisciplined attraction for the other sex. The first 
loosens the tongue. The second does likewise. It also 
distorts vision and promotes indolence. They both 
provide grand weapons to an enemy. 


13. It has been proved time and again, in particular, 
that sex and business do not mix. 


14. In this job, there are no hours. That is to say, one 
never leaves it down. It is lived. One never drops 
one’s guard. All locations are good for laying a false 
trail (social occasions, for instance, a casual hint here, 
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a phrase there). All locations are good for picking 
something up, or collecting...for making a useful 
acquaintance. 


15. In amore normal sense of the term “no hours,” it 
is certainly not a business where people put their own 
private arrangements before their work. 


16. That is not to say that one does not take 
recreation and holidays. Without them it is not 
possible to do a decent job. If there is a real goodwill 
and enthusiasm for the work, the two (except in 
abnormal circumstances) will always be combined 
without the work having to suffer. 


17. The greatest material curse to the profession, 
despite all its advantages, is undoubtedly the 
telephone. It is a constant source of temptation to 
slackness. And even if you do not use it carelessly 
yourself, the other fellow, very often will, so in any 
case, warn him. Always act on the principle that every 
conversation is listened to, that a call may always give 
the enemy a line. Naturally, always unplug during 
confidential conversations. Even better is it to have no 
phone in your room, or else have it in a box or 
cupboard. 


18. Sometimes, for quite exceptional reasons, it may 
be permissible to use open post as a channel of 
communications. Without these quite exceptional 
reasons, allowing of no alternative, it is to be 
completely avoided. 
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19. When the post is used, it will be advisable to get 
through post boxes; that is to say, people who will 
receive mail for you and pass it on. This ought to be 
their only function. They should not be part of the 
show. They will have to be chosen for the personal 
friendship which they have with you or with one of 
your agents. The explanation you give them will 
depend on circumstances; the letters, of course, must 
be apparently innocent incontinence. A phrase, 
signature or embodied code will give the message. 
The letter ought to be concocted in such fashion as to 
fit in with the recipient’s social background. The writer 
ought therefore to be given details of the post boxes 
assigned to them. An insipid letter is in itself 
suspicious. If however, a signature or phrase is 
sufficient to convey the message, then a card with 
greetings will do. 


20. Make a day’s journey, rather than take a risk, 
either by phone or post. If you do not have a 
prearranged message to give by phone, never dial 
your number before having thought about your 
conversation. Do not improvise even the dummy part 
of it. But do not be too elaborate. The great rule here, 
as in all else connected with the job, is to be natural. 


21. If you have phoned a line or a prospective line of 
yours from a public box and have to look up the 
number, do not leave the book lying open on that 
page. 

22. When you choose a safe house to use for 
meetings or as a depot, let it be safe. If you can, avoid 
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one that is overlooked by other houses. If it is, the 
main entrance should be that used for other houses 
as well. Make sure there are no suspicious servants. 
Especially, of course, be sure of the occupants. Again, 
these should be chosen for reasons of personal 
friendship with some member of the organization and 
should be discreet. The story told to them will once 
again depend on circumstances. They should have no 
other place in the show, or if this is unavoidable, then 
calls at the house should be made as far as possible 
after dark. 


23. Always be yourself. Always be natural inside the 
setting you have cast for yourself. This is especially 
important when meeting people for the first time or 
when traveling on a job or when in restaurants or 
public places in the course of one. In trains or 
restaurants people have ample time to study those 
nearest them. The calm quiet person attracts little 
attention. Never strain after an effect. You would not 
do so in ordinary life. Look upon your job as perfectly 
normal and natural. 


24. When involved in business, look at other people 
as little as possible, and don’t dawdle. You will then 
have a good chance of passing unnoticed. Looks 
draw looks. 


25. Do not dress in a fashion calculated to strike the 
eye or to single you out easily. 


26. Do not stand around. And as well as being 
punctual yourself, see that those with whom you are 
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dealing are punctual. Especially if the meeting is in a 
public place; a man waiting around will draw attention. 
But even if it is not in a public place, try to arrive and 
make others arrive on the dot. An arrival before the 
time causes as much inconvenience as one after 
time. 


27. lf you have a rendezvous, first make sure you are 
not followed. Tell the other person to do likewise. But 
do not act in any exaggerated fashion. Do not take a 
taxi to a house address connected with your work. If it 
cannot be avoided, make sure you are not under 
observation when you get into it. Or give another 
address, such as that of a café or restaurant nearby. 


28. Try to avoid journeys to places where you will be 
noticeable. If you have to make such journeys, repeat 
them as little as possible, and take all means to make 
yourself fit in quietly with the background. 


29. Make as many of your difficult appointments as 
you can after dark. Turn the blackout to good use. If 
you cannot make it after dark, make it very early 
morning when people are only half awake and not on 
the lookout for strange goings-on. 


30. Avoid restaurants, cafes and bars for meetings 
and conversations. Above all never make an initial 
contact in one of them. Let it be outside. Use 
abundance of detail and description of persons to be 
met, and have one or two good distinguishing marks. 
Have a password that can be given to the wrong 
person without unduly exciting infestation. 
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31. If interviews cannot be conducted in a safe house, 
then take a walk together in the country. Cemeteries, 
museums and churches are useful places to bear in 
mind. 


32. Use your own judgment as to whether or not you 
ought to talk to chance travel or table companions. It 
may be useful. It may be the opposite. It may be of no 
consequence whatsoever. Think, however, before you 
enter upon a real conversation, whether this particular 
enlargement of the number of those who will 
recognize and spot you in the future is liable or not to 
be a disadvantage. Always carry reading matter. Not 
only will it save you from being bored, it is protective 
armor if you want to avoid a conversation or to break 
off an embarrassing one. 


33. Always be polite to people, but not exaggeratedly 
so. With the following class of persons who come to 
know you — hotel and restaurant staffs, taxi drivers, 
train personnel etc., be pleasant. Someday, they may 
prove useful to you. Be generous in your tips to them, 
but again, not exaggeratedly so. Give just a little more 
than the other fellow does — unless the cover under 
which you are working does not permit this. Give only 
normal tips. however, to waiters and taxi drivers, etc., 
when you are on the job. Don’t give them any 
stimulus, even of gratification, to make you stick in 
their minds. Be as brief and casual as possible. 


34. Easiness and confidence do not come readily to 
all of us. They must be assiduously cultivated. Not 
only because they help us personally, but they also 
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help to produce similar reactions in those we are 
handling. 


35. Never deal out the intense, the dramatic stuff, to a 
person before you have quietly obtained his 
confidence in your levelheadedness. 


36. If you’re angling for a man, lead him around to 
where you want him; put the obvious idea in his head, 
and make the suggestion of possibilities come to him. 
Express, if necessary — but with great tact — a wistful 
disbelief in the possibilities at which you are aiming. 
“How fine it would be if only someone could... but of 
course, etc. etc.” And always leave a line of retreat 
open to yourself. 


37. Never take a person for granted. Very seldom 
judge a person to be above suspicion. Remember 
that we live by deceiving others. Others live by 
deceiving us. Unless others take persons for granted 
or believe in them, we would never get our results. 
The others have people as clever as we; if they can 
be taken in, so can we. Therefore, be suspicious. 


38. Above all, don’t deceive yourself. Don’t decide 
that the other person is fit or is all right, because you 
yourself would like it to be that way. You are dealing in 
people’s lives. 


39. When you have made a contact, till you are 
absolutely sure of your man — and perhaps even 
then — be a small but eager intermediary. Have a 
“They” in the background for whom you act and to 
whom you are responsible. lf “They” are harsh, if 
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“They” decide to break it off, it is never any fault of 
yours, and indeed you can pretend to have a personal 
grievance about it. “They” are always great gluttons 
for results and very stingy with cash until “They” get 
them. When the results come along, “They” always 
send messages of congratulation and 
encouragement. 


40. Try to find agents who do not work for money 
alone, but for conviction. Remember, however, that 
not by conviction alone, does the man live. If they 
need financial help, give it to them. And avoid the 
“woolly” type of idealist, the fellow who lives in the 
clouds. 


41. Become a real friend of your agents. Remember 
that he has a human side so bind him to you by taking 
an interest in his personal affairs and in his family. But 
never let the friendship be stronger than your sense of 
duty to the work. That must always be impervious to 
any sentimental considerations. Otherwise, your 
vision will be distorted, your judgment affected, and 
you may be reluctant, even, to place your men in a 
position of danger. You may also, by indulgence 
toward him, let him endanger others. 


42. Gain the confidence of your agents, but be wary 
of giving them more of yours than is necessary. He 
may fall by the way side; he may quarrel with you; it 
may be advisable for a number of reasons to drop 
him. In that case, obviously, the less information he 
possesses, the better. Equally obviously, if an agent 
runs the risk of falling into the hands of the enemy, it 
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is unfair both to him and the show to put him in 
possession of more knowledge than he needs. 


43. If your agent can be laid off work periodically, this 
is a very good thing. And during his rest periods, let 
him show himself in another field and in other 
capacities. 


44. Teach them at least the elements of technique. Do 
not merely leave it to his own good judgment, and 
then hope for the best. Insist, for a long time at least, 
on his not showing too much initiative, but make him 
carry out strictly the instructions which you give him. 
His initiative will he tested when unexpected 
circumstances arise. Tell him off soundly when he 
errs; praise him when he does well. 


45. Do not be afraid to be harsh, or even harsh with 
others, if it is your duty to be so. You are expected to 
be likewise with yourself. When necessity arises 
neither your own feelings not those of others matter. 
Only the job — the lives and safety of those entrusted 
to you — is what counts. 


46. Remember that you have no right to expect of 
others what you are not prepared to do yourself. But 
on the other hand, do not rashly expose yourself in 
any unnecessary displays of personal courage that 
may endanger the whole shooting match. It often 
takes more moral courage to ask another fellow to do 
a dangerous task than to do it yourself. But if this is 
the proper course to follow, then you must follow it. 
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47. lf you have an agent who is really very important 
to you, who is almost essential to your organization, 
try not to let them know this. Infer, without belittling 
him, that there are other lines and other groups of a 
bigger nature inside the shadow, and that — while he 
and his particular group are doing fine work — they 
are but part of a mosaic. 


48. Never let your agent get the bit between his teeth 
and run away with you. If you cannot manage it easily 
yourself, there are always the terrible “They.” 


49. But if your agent knows the ground on which he is 
working better than you, always be ready to listen to 
his advice and to consult him. The man on the spot is 
the man who can judge. 


50. In the same way, if you get directives from HQ, 
which to you seem ill-advised, do not be afraid to 
oppose these directives. You are there for pointing 
things out. This is particularly so if there is grave 
danger to security without a real corresponding 
advantage for which the risk may be taken. For that, 
fight anybody with everything you’ve got. 


51. If you have several groups, keep them separate 
unless the moment comes for concerted action. Keep 
your lines separate; and within the bounds of reason 
and security, try to multiply them. Each separation and 
each multiplication minimizes the danger of total loss. 
Multiplication of lines also gives the possibility of 
resting each line, which is often a very desirable thing. 
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52. Never set a thing really going, whether it be big or 
small, before you see it in its details. Do not count on 
luck. Or only on bad luck. 


53. When using couriers, who are in themselves 
trustworthy — (here again, the important element of 
personal friendship ought to be made to play its part) 
— but whom it is better to keep in the dark as to the 
real nature of what they are carrying, commercial 
smuggling will often provide an excellent cover. Apart 
from being a valid reason for secrecy, it gives people 
a kick and also provides one with a reason for offering 
payment. Furthermore, it involves a courier in 
something in which it is in his own personal 
advantage to conceal. 


54. To build this cover, should there be no bulk of 
material to pass, but only a document or a letter, it will 
be well always to enclose this properly sealed in a 
field dummy parcel with an unsealed outer wrapping. 


55. The ingredients for any new setup are: serious 
consideration of the field and of the elements at your 
disposal; the finding of one key man or more; safe 
surroundings for encounter; safe houses to meet in; 
post boxes; couriers; the finding of natural covers and 
pretext for journeys, etc.; the division of labor; 
separation into cells; the principal danger in 
constructing personal friendships between the 
elements (this is enormously important); avoidance of 
repetition. 
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56. The thing to aim at, unless it is a question of a 
special job, is not quick results, which may blow up 
the show, but the initiation of a series of results, which 
will keep on growing and which, because the show 
has the proper protective mechanism to keep it under 
cover, will lead to discovery. 


57. Serious groundwork is much more important than 
rapid action. The organization does not merely consist 
of the people actively working but the potential agents 
whom you have placed where they may be needed, 
and upon whom you may call, if need arises. 


58. As with an organization, so with a particular 
individual. His first job in a new field is to forget about 
everything excepting his groundwork; that is, the 
effecting of his cover. Once people label him, the job 
is half done. People take things so much for granted 
and only with difficulty change their sizing-up of a man 
once they have made it. They have to be jolted out of 
it. It is up to you to see that they are not. If they do 
suspect, do not take it that all is lost and accept the 
position. Go back to your cover and build it up again. 
You will at first puzzle them and finally persuade 
them. 


59. The cover you choose will depend upon the type 
of work that you have to do. So also, will the social life 
in which you indulge. It may be necessary to lead a 
full social existence; it may be advisable to stay in the 
background. You must school yourself not to do any 
wishful thinking in the sense of persuading yourself 
that what you want to do is what you ought to do. 
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60. Your cover and social behavior, naturally, ought to 
be chosen to fit in with your background and 
character. Neither should be too much of a strain. Use 
them well. Imprint them, gradually but steadfastly on 
people’s minds. When your name crops up in 
conversation, they must have something to say about 
you, something concrete outside of your real work. 


61. The place you live in is often a thorny problem. 
Hotels are seldom satisfactory. A flat of your own 
where you have everything under control is desirable; 
if you can share it with a discreet friend who is not in 
the business, so much the better. You can relax into a 
normal life when you get home, and he will also give 
you an opportunity of cover. Obviously, the greatest 
care is to be taken in the choice of servants. But it is 
preferable to have a reliable servant than to have 
none at all. People cannot get in to search or fix 
telephones, etc. in your absence. And if you want to 
not be at home for awkward callers (either personal or 
telephonic), servants make that possible. 


62. If a man is married, the presence of his wife may 
be an advantage or disadvantage. That will depend 
on the nature of the job — as well as on the nature of 
the husband and wife. 


63. Should a husband tell his wife what he is doing? It 
is taken for granted that people in this line are 
possessed of discretion and judgment. If a man thinks 
his wife is to be trusted, then he may certainly tell her 
what he is doing — without necessarily telling her the 
confidential details of particular jobs. It would be fair 
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to neither husband nor wife to keep her in the dark 
unless there were serious reasons demanding this. A 
wife would naturally have to be coached in behavior in 
the same way as an agent. 


64. Away from the job, among your other contacts, 
never know too much. Often you will have to bite 
down on your vanity, which would like to show what 
you know. This is especially hard when you hear a 
wrong assertion being made or a misstatement of 
events. 


65. Not knowing too much does not mean not 
knowing anything. Unless there is a special reason for 
it, itis not good either to appear a nitwit or a person 
lacking in discretion. This does not invite the placing 
of confidence in you. 


66. Show your intelligence, but be quiet on anything 
along the line you are working. Make others do the 
speaking. A good thing sometimes is to be personally 
interested as “a good patriot and anxious to pass 
along anything useful to official channels in the hope 
that it may eventually get to the right quarter.” 


67. When you think a man is possessed of useful 
knowledge or may in other ways be of value to you, 
remember that praise is acceptable to the vast 
majority of men. When honest praise is difficult, a spot 
of flattery will do equally well. 


68. Within the limits of your principles, be all things to 
all men. But don’t betray your principles. The 
strongest force in your show is you. Your sense of 
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right, your sense of respect for yourself and others. 
And it is your job to bend circumstances to your will, 
not to let circumstances bend or twist you. 


69. In your work, always be in harmony with your own 
conscience. Put yourself periodically in the dock for 
cross examination. You can never do more than your 
best; only your best is good enough. And remember 
that only the job counts — not you personally, 
excepting satisfaction of a job well done. 


70. It is one of the finest jobs going. no matter how 
small the part you play may appear to be. Countless 
people would give anything to be in it. Remember that 
and appreciate the privilege. No matter what others 
may do, play your part well. 


71. Never get into a rut. Or rest on your oars. There 
are always new lines around the corner, always 
changes and variations to be introduced. Unchanging 
habits of work lead to carelessness and detection. 


72. If anything, overestimate the opposition. Certainly, 
never underestimate it. But do not let that lead to 
nervousness or lack of confidence. Don’t get rattled, 
and know that with hard work, calmness, and by 
never irrevocably compromising yourself, you can 
always, always best them. 


73. Lastly, and above all — REMEMBER SECURITY. 
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The Moscow Rules 


During the Cold War, the CIA developed 
unwritten rules of engagement for their spies called 
The Moscow Rules. Moscow was the most dangerous 
and difficult destination for a spy so the spies had to 
have special training in clandestine operations. In his 
book, The Master of Disguise, Tony Mendez wrote, 
"Although no one had written them down, they were 
the precepts we all understood... By the time they got 
to Moscow, everyone knew these rules. They were 
dead simple and full of common sense...". 


1. Assume nothing. 
2. Technology will always let you down. 
3. Murphy is right. 


4. Never go against your gut. 
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5. Always listen to your gut; it is your operational 
antennae. 


6. Everyone is potentially under opposition control. 


7. Don't look back; you are never completely alone. 
Use your gut. 


8. Go with the flow; use the terrain. 
9. Take the natural break of traffic. 
10. Maintain a natural pace. 


11. Establish a distinctive and dynamic profile and 
pattern. 


12. Stay consistent over time. 
13. Vary your pattern and stay within your profile. 


14. Be non-threatening: keep them relaxed; 
mesmerize! 


15. Lull them into a sense of complacency. 

16. Know the opposition and their terrain intimately. 
17. Build in opportunity but use it sparingly. 

18. Don’t harass the opposition. 

19. Make sure they can't anticipate your destination. 
20. Pick the time and place for action. 


21. Any operation can be aborted; if it feels wrong, 
then it is wrong. 


22. Keep your options open. 
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23. If your gut says to act, overwhelm their senses. 
24. Use misdirection, illusion and deception. 


25. Hide small operative motions in larger non- 
threatening motions. 


26. Float like a butterfly; sting like bee. 


27. When free, In Obscura, immediately change 
direction and leave the area. 


28. Break your trail and blend into the local scene. 


29. Execute a surveillance detection run designed to 
draw them out over time. 


30. Once is an accident; twice is a coincidence; three 
times is an enemy action. 


31. Avoid static lookouts; stay away from chokepoints 
where they can reacquire you. 


32. Select a meeting site so you can overlook the 
scene. 


33. Keep any asset separated from you by time and 
distance until it is time. 


34. If the asset has surveillance, then the operation 
has gone bad. 


35. Only approach the site when you are sure it is 
clean. 


36. After the meeting or act is done, "close the loop" 
at a logical cover destination. 
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37. Be aware of surveillance’s time tolerance so they 
aren't forced to raise an alert. 


38. If an alert is issued, they must pay a price and so 
must you. 


39. Let them believe they lost you; act innocent. 


40. There is no limit to a human being’s ability to 
rationalize the truth. 


Make as many of your difficult 
appointments as you can after dark. 


Turn the blackout to good use. If you cannot 
make it after dark, make it very early morning when 
people are only half awake and not on the lookout for 
strange goings-on. 


Woe Betide Anyone Who Transmits 
Plaintext. - Encrypt Always! 


Encryption should be enabled for everything by 
default, not a feature you turn on only if you're doing 
something you consider worth protecting. This is 
important. If we only use encryption when we're 
working with important data, then encryption signals 
that data's importance. If only dissidents use 
encryption in a country, that country's authorities have 
an easy way of identifying them. But if everyone uses 
it all of the time, encryption ceases to be a signal. No 
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one can distinguish simple chatting from deeply 
private conversation. The government can't tell the 
dissidents from the rest of the population. Every time 
you use encryption, you're protecting someone who 
needs to use it to stay alive. 


In Espionage, 
Murphy's Law applies double! 


When the Security Services are at the door... 
Deny everything, admit nothing, make counter- 
allegations. 


If and when this terrible moment arrives you 
will probably be in a state of shock. The police can 
make a real power show, handcuffing you in front of 
family and neighbors. The moment you acquiesce to 
their control is the moment you lose half the battle. 
Your mental attitude is very important at this juncture. 
Just think of this mantra. Don't try to analyze what 
went wrong, who will take care of your family, or what 
the neighbors will say. Your most important task at this 
time is to beat the rap and deal with everything else 
later. 


The police will of course tell you that your case 
is hopeless, that they already possess all the 
evidence they need, that your partner told them 
everything, even that they possess photos of you 
passing secrets to the enemy. Remember this: The 
authorities will lie to gain your confession. The 
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authorities will press for one thing: Your confession! A 
confession nails your coffin shut. Fight! Deny it! Don't 
give them the time of day! 


DON'T TALK TO POLICE 


“ANY LAWYER WORTH 
HIS SALT WILL TELL 

THE SUSPECT IN NO 
UNCERTAIN TERMS TO 
MAKE NO STATEMENT TO 
THE POLICE UNDER ANY 
CIRCUMSTANCES.” 


Robert Jackson 


FORMER U.S. 
ATTORNEY GENERAL 
AND SUPREME COURT JUSTICE FB/POLICETHEPOLICEACP 


U.S. Supreme Court Justice Robert H. Jackson 
writing in Watts v. Indiana, 338 U.S. 49 (1949) 


86 


87 


